Understanding Secure and Router Contexts 
As shipped from the factory, a Services Router running JUNOS software with enhanced services initially starts up and uses a configuration that places the router in secure context. You can change the context in which the Services Router is running from secure context to router context. To do so, use a predefined template configuration file. If you plan to use the Services Router primarily as a router, change to router context, using this configuration as your starting point.
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	Caution: If you plan to change contexts, do so before you configure anything else on the Services Router. If you change contexts after you have configured the Services Router, your configuration is overwritten by the default configuration for the new context.


Secure Context Secure context allows a Services Router to act as a stateful firewall with only management access. To allow traffic to pass through a Services Router, you must explicitly configure a security policy for that purpose. In secure context, a Services Router forwards packets only if a security policy permits it. Certain services are also configured (in the host-inbound-traffic statement at the [edit security zones] hierarchy level) to allow host-inbound traffic for management of a Services Router. A Services Router running in secure context is a secure routing device with predefined configuration values.

For secure context configuration details, see Secure Context Configuration Settings. For information about how to change from router context to secure context, see Changing from Router Context to Secure Context.

Router Context Router context allows a Services Router to act as a router, in which all management and transit traffic is allowed. All interfaces are bound to the trust zone, and host inbound traffic from all predefined services is allowed. In router context, the Services Router forwards all packets unless you configure a security policy that denies specific traffic.

JUNOS software with enhanced services is a hardened operating system. You can use JUNOS software with enhanced services with more relaxed checks for host-inbound traffic and configure the dataplane with default transit policies to permit all traffic. In this scenario, the Services Router operates in a router context. 

You load a predefined template configuration, jsr-series-routermode-factory.conf, to change to router context. In router context, the Services Router remains flow-enabled. All security features are available, but they are explicitly denied.

For router context configuration details, see Router Context Configuration Settings. For information about how to change from secure context to router context, see Changing from Secure Context to Router Context.

Router Context Configuration Settings 
The following configuration settings are defined for router context:

· All transit traffic security checks are disabled. 

· The default policy allows all transit traffic, and all interfaces are bound to the “trust” zone. 

· Protocol-aware checks for TCP are not performed. 

· IPv6 traffic is forwarded. 

· Application Layer Gateway (ALG) processing is not performed. 

Configuration values are defined as follows in the jsr-series-routermode-factory.conf configuration file:

system { 

syslog { 

file messages { 

any any; 

} 

} 

services { 

telnet; 

ssh; 

web-management { 

http { 

interface [ ge-0/0/0.0 ]; 

} 

} 

} 

} 

interfaces { 

ge-0/0/0 { 

unit 0 { 

family inet { 

address 192.168.1.1/24; 

} 

} 

} 

} 

security { 

flow { 

allow-dns-reply; 

tcp-session { 

no-syn-check; 

no-syn-check-in-tunnel; 

no-sequence-check; 

} 

} 

forwarding-options { 

family { 

iso { 

mode flow-based; 

} 

inet6 { 

mode packet-based; 

} 

} 

} 

policies { 

default-policy { 

permit-all; 

} 

} 

zones { 

security-zone trust { 

tcp-rst; 

host-inbound-traffic { 

system-services { 

any-service; 

} 

protocols { 

all; 

} 

} 

interfaces { 

all; 

} 

} 

} 

alg { 

dns disable; 

ftp disable; 

h323 disable; 

mgcp disable; 

real disable; 

rsh disable; 

rtsp disable; 

sccp disable; 

sip disable; 

sql disable; 

talk disable; 

tftp disable; 

pptp disable; 

msrpc disable; 

sunrpc disable; 

} 

} 

Changing from Secure Context to Router Context 
To operate a Services Router running JUNOS software with enhanced services as a routing device, you can use the jsr-series-routermode-factory.conf file that contains router context configuration values as a starting point for configuration. After changing to router context, you can customize the configuration for your network. 

Secure-to-Router Context Task Overview To change from secure context to router context, you perform the following tasks:

/et

· Make a backup of your current configuration file. 

· Use the load override command to load the configuration file for router context (jsr-series-routermode-factory.conf). 

· Assign a root password for the router. For security purposes, the jsr-series-routermode-factory.conf file does not include a default root password. You need to assign a root password so that you are able to commit configuration changes. 

· Optionally, to retain remote IP-based connectivity to the Services Router after changing to router context, perform the following tasks: 

· If you have a static IP address assigned to the ge-0/0/0 interface and do not want to run autoinstallation, you must remove the [system autoinstallation] hierarchy from the configuration. Doing so ensures that the router is not automatically assigned an IP address of 192.168.2.1 if it cannot acquire an IP address using DHCP. You must also configure the static IP address that was previously assigned to the ge-0/0/0 interface. 

For more information about autoinstallation, see Configuring Autoinstallation.

· If you do not have remote access to the console, create a local user account to allow remote access for a non-root user account. 

· If you previously configured routing information, use your backup configuration file as a reference to configure the routing information for your network. 

· Commit the configuration changes, and make the candidate configuration the running configuration. 
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	Caution: If you do not assign an IP address for the ge-0/0/0 interface, create a local user account, and enter routing information, either from CLI configuration or using DHCP, before you commit the changes, the router is no longer remotely accessible. To manage the router, you must connect a PC or laptop to the physical console, or attach the PC or laptop to a subnet that is directly connected to the ge-0/0/0 interface, which is assigned an IP address of 192.168.2.1.

Any configuration changes that you made before you issued the load override command are no longer part of the current running configuration.


If necessary, to return the Services Router to the factory default (secure context) configuration, you can press the RESET CONFIG button. Keep in mind that pressing the RESET CONFIG button for 15 seconds or more deletes all configuration files on the Services Router, including backup configuration and rescue configuration files. The factory configuration is loaded and committed. For more information about the RESET CONFIG button, see the JUNOS Software Administration Guide.

Changing to Router Context To change the router from running in secure context to router context:

From configuration mode in the CLI, back up your current configuration file. For example, the following command saves a copy of the configuration to a file named config_backup in the home directory of the account you used to log in: 

user@host# save config_backup 

Wrote 127 lines of configuration to 'config_backup' 

Make sure that you are currently at the top level of the configuration mode hierarchy. If you are below the top level, enter exit to return to the top level. 

From the top of the configuration hierarchy, enter the load override command. 

user@host# load override /etc/config/jsr-series-routermode-factory.conf 

Assign a root password for the router: 

user@host# set system root-authentication plain-text-password 

New password: 

Retype new password: 

[edit] 

user@host# 

The password does not appear as you type.

Do one of the following: 

· If you have a static IP assigned to the ge-0/0/0 interface and do not want to run autoinstallation, go to Step 6. 

· If you want to run autoinstallation, go to Step 9. For more information about autoinstallation, see Configuring Autoinstallation. 

If you have an IP address assigned to the ge-0/0/0 interface, follow these steps: 

Delete the [system autoinstallation] hierarchy: 

user@host# delete system autoinstallation 

Configure the specific IP address for the ge-0/0/0 interface: 

user@host# set interfaces ge-0/0/0 unit logical-unit-number family inet address ip-address 

Replace the variables as follows:

· logical-unit-number—Number of the logical unit. Use a value from 0 through 16,384. 

· ip-address—IP address for the ge-0/0/0 interface. 

If you do not have console access, create a local user account. For example, the following command creates a local user account with a password that is entered as plain text in the CLI and encrypted by JUNOS software with enhanced services. 

user@host# set system login user username class class-name authentication plain-text-password 

New password: type password here 

Retype new password: retype password here 

Replace the variables as follows:

· username—Unique name of up to 64 characters that identifies the user. For details, see User Accounts. 

· class-name—Login class that defines user access and command privileges. You can define a login class or use the predefined classes. For details, see Login Classes. 

Using your backup configuration file as a reference, configure routing as appropriate for your network. 

Commit the configuration using one of the following methods: 

· Use the commit command to commit the configuration immediately. 

user@host# commit 

commit complete 

[edit] 

user@host# 

· If you do not have console access, use the commit confirmed command, which, by default, activates the configuration for 10 minutes. This command allows you to verify if the configuration is working correctly. You must confirm the commit by entering commit or commit-check within 10 minutes; otherwise, the router loads the previous configuration. 

user@host# commit confirmed 

commit confirmed will be automatically rolled back in 10 minutes unless confirmed commit complete 

# commit confirmed will be rolled back in 10 minutes 

[edit] 

user@host# 

The configuration is now committed, and its configuration values comprise the running configuration. 

Use the following methods to access the router, depending on the steps you performed: 

· If you performed Steps 1 through 9, the configuration mode prompt returns in the Telnet or SSH session you used to change contexts. Use the CLI or J-Web interface to continue configuring the router. If you cannot remotely access the router with the session that you were using, connect to the console remotely or directly to the physical console port. 

· If you performed Steps 1 through 4 and Step 9 and autoinstallation successfully assigned an IP address, you can connect to the router using Telnet, SSH, or the J-Web interface. If you cannot access the router remotely, connect a PC or laptop to the physical console port. 

